How to VPN into OSU

1) Obtain the VPN Software from Network Engineering

In a web browser go to:
http://oregonstate.edu/net/security/vpn/

Click on SDS Configuration Assistant

GETTING STARTED or Establishing the OSUSDS/YPN Service

* FS0S Configuration Assistant (Required to Establish Service) *5

* [ew alternative Web'WPN service available (6/6/2004)

*# Common Alternatives to WPN Services

You will be prompted for your ONID username and password, provide them and
press OK.

Prompt |

‘-} . Enter username and password For "OMID" &t secure.oregonstate. edu

Uszer Mame:

Password;

[” Use Password Manager ko remember this password,

(o] 4 Cancel



http://oregonstate.edu/net/security/vpn/

This will present you with the OSUSDS Service Registration Process screen.
Fill in the requested fields and hit “Save and Continue -->”
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*Denotes Required Fields

Your Name:* |
Email Address: ™ |

COMNID Account:® | @ONID. ORST.ELU

The following questions will determine yvour configuration:

What is your Relationship to the University?*
 Student

¢ Staff
{~ Faculty
" Emerti

Where will this be used?®
{~ From Home/Off-050 Network (General Uses)

{ ©On 05U Public Metworl (eq: Library, Education Bldg, Mermorial Union)
{~ Roaming between Home and Public Networl
¢~ From Home for ScifFinder (Special Library &pplication)

Which operating system will be used?*
¢ Linux 2.4.x/2 6. (Intel processors only)

{ Solaris 2.7, 2.8 (SPARC processars anly)
{ Mac 03 % (Darwin, Panther)
¢ windows 95, 98, NT, 2000, %P

Bave 4 Continue —--= |

Clear |

On the next screen write down the Authorized VPN Group information, you will
need this later.

Y our Authorized VPN Groups

(Instructions are provided below about where to enter this information)

ORST_VPMN3K
* Use this from horme/Off 05U Metwork \
< Group Mame: ORST_WPN3K (Case sensitive)

2 Group Password: METauth (Case sensitive) Write Down




Download the latest Windows 9x-XP VPN Client.

Microsoft Windows 95/98/NT/2000/XP /2003 VPN Client
(This is the WP client software you will need)

< Recommended Production ¥Yersion
This client is for (Win9x-XP)
windows WPR Client wersion 4.7.00,0533-9
File size: 7,972,352 ‘*—
Release Date: Sept 9, 2005

MDESUM: 9f256b65423c9b613625calfa7eatabhb

Download
Save it to your desktop.




2) Installing the VPN Client Software

Double click on the file you downloaded (probably named vpnclient-win-is-
4.7.00.0533-k9.exe)

This will launch the WinZip Self-Extractor. Change the “Unzip to Folder”
location to: C:\VPN

WinZip Self-Extractor - ¥pnclient-win-is-4.

x|
T o unzip all filez in thiz zelf-extractor file to the
zpecified folder prezz the Unzip buttan. —

Run Windip
IInzip to folder:
In:::"wpn Browsze... | Cloze |
¥ Overmgte files without prompting Ahout

Help

i

C:\VPN

Once the files are unzipped, you will receive a message.

WinZip Self-Extract x|

13 filels) unzipped successtully

Hit OK, then close the WinZip Self Extractor.

Now to go My Computer IS

w Local Disk, {C:)

Go to your C: Drive




Go to the VPN folder.

& C:vpn

File Edit ‘iew Favorites Tools  Help

=101 ]

@Back - O - l.@

p Search [l Folders ‘ v

Address I[E] C:lvpn

'—) &0

%

File and Folder Tasks

BC

datal cab™
rab Archive
#al KB

»

Other Places

e Local Disk {220

My Documents

i My Computer
\g Iy Mebwork Places

»

Details

vpn
File: Folder

Date Modified: Today, March 20,
2006, 4:00 PM

dataZ.cab
cab Archive
6,752 KB

ikernel. ex_
Ex_File
F37 KB

InstHelper. dll

Setup.bmp
450 x 340
Bitrnap Image

Setup,ini
Configuration Settings
1KE

sig.dat
DT File
2KB

= datal.hdr
HDR File
69 KB

DelayInst.exe

installservice.exe

lavout.bin
EBINM Filz
1 kB

Setup.exe
Installshisld (R Setup Launcher
¥ Installshield Software Corpara...

5 setup.in
N File
156 KB

|13 objects

.09 MB | - My Computer

Double click on Setup.exe




This will launch the Cisco Systems VPN Client Install

Cisco Systems ¥PM Client Setup

Welcome to the Installshield Wizard for YPH
Client.

The InztallShield Wizard will install WP Client on your
Computer. To continue click Mext.

< Back

Cahcel |

Hit Next

Cisco Systems ¥PN Client Setup

Welcome to the Installshield Wizard for ¥PN Chent.

Press the PAGE DOWH key to zee the rest of the agreement.

CLIENT SOFTWARE LICEMSE AGREEMEMT OF CISCO SYSTEMS. -

THE 50FT*WARE TO*WHICH 0L ARE REQUESTIMNG ACCESS |15 THE PROPERTY

OF CISCO 5%STEMS. THE USE OF THIS SOFTwW!ARE 15 GOVERMED BY THE

TERMS AMD COMDITIONS OF THE AGREEMEMNT SET FORTH BELOW. BY

CLICKIMG "vES" OM THIS SCREEM, v'OU INDICATE THAT YOU AGREE TO BE

BOUMD BY THE TERMS AMD COMDITIONS OF THAT AGREEMENT. THEREFORE.
FLEASE READ THE TERMS AMD COMDITIOMNS CAREFULLY BEFORE CLICKING OM
fES". IF¥0OU DO MOT AGREE TO THE TERMS AND COMDITIONS OF THE
AEREEMEMT. CLICK "NO" OM THIS SCREEM. IM *%HICH CASE Y'OU “WwILL BE LI

Do pow accept all the terms of the preceding License Agreement’? [ you choose Mo, the
zetup will cloze. Tainstall WPH Client, you must accept thiz agreement.

|mstallshield

< Back Yes Mo

Hit Yes




If you want to change the install Destination Folder, do so here, most people don’t
need to, so just hit Next

Cisco Systems ¥PM Client Setup

Welcome to the Installshield Wizard for YPN Client.

The InztallShield Yizard will install WP Client on your Computer. To continue click Mest.

C:Program Files\Cizco Systems\YPM Client Browse... |

|mztallEhield

" Destination Folder

< Back

Cahcel |

Hit Next

Cisco Systems ¥PN Client Setup

Welcome to the Installshield Wizard for ¥PN Chent.

The InzstallShield *izard will install %PH Client on your Computer. To continue click MNest.

Program Folders:

Exizting Folders:

AlE. Research Labs
Arccezsonies

Actual Search & Replace
Adminiztrative Toolz
Advanced Email Extractor
Ahead Mero

Alert Ping
Autolt w3 ;I

|mstallshield




Setup will now install the VPN Client

Cisco Systems ¥PN Client Setup

Setup Status

WPM Client Setup is performing the requested operations.

Installing:

C:%Program Files\Cisco Systems W PH Client\autainztall exe

L 4F

IrstallShield

Cancel

It may take a while...

@ Fleaze wait while the installation updates your Hetwark Settings. Thiz may take zeveral minutes...

It will create new VPN network connection.

@ [nztalling the Cizco Systemns Metwark Adapter pleasze wait....

You have to restart in order to continue. So hit “Yes, | want to restart my
computer now.” And hit FINISH.

Cisco Systems ¥PN Client Setup

InstallShield Wizard Complete

The InstallShizld \Wizard has successfully installed WP Client.
Before you can use the program, you must restart your
compLter.

@ Ves, | warl o restart my computer now;

© Mo, | will restart my computer later.

Femowe any disks from their drives, and then click Finish to
complste setup

< Back Finish I Carice|




3) Configuring the VPN Client

Now you have the client installed, you will need to configure it.

Goto START
Programs
Cisco Systems VPN Client
VPN Client
Help
{3y setmMTU

BN Uninstall ven Client
& VPN Client

This will bring up the main VPN screen; it should look similar to this:

#| status: Disconnected| || ¥PN Client - ¥ersion 4.7.00.0533

Connection Entries Status Certificates Log Options Help

o, £ & A= Saf
I | @ mj__n,-.] m Cisco SrsTeus

Connect [ |rport b iy Delete B

Connection Entries IEertificates I Log I

I Connection Entry I Host Tranzport

< | »]

|Nu:ut connecked,

Click on New



Get the information you wrote down from the VPN webpage. You will need it
here.

# ¥PN|Client | Create New ¥PN Connection Entry

Connection Entry: I

Description: I

Huat: I

Authentication ITranspnrt I Backup Servers | Dial-Up |

{* Group Authentication " Mutual Group Authentication

Harme: I

Pazzword: I

Confirm F'asswu:urd:l

i~ Certificate Authentication

M armes I LI

[T Send Ca Certificate Chain

Eraze zer Paszwiord | Save Carnicel

Fill in the following information:

Connection Entry: OSUSDS + group name (give at top of instruction page)
For example: OSUSDSORST_VPN3K

Description: (nothing necessary)

Host: sds.oregonstate.edu

Name: group name (you wrote it down earlier)

Password: group password (you wrote it down earlier)

Confirm Password: group password again

Click Save

You will now see the connection you just created in the list... Click on it and hit
Connect.



You will be prompted for your ONID username and password.

#| ¥PN|Client || User Authentication for

Enter Uzername and Passward.

Cisco SysTems

Uszemame: ||

. Pazsword: I

k. Cancel

VPN will now negotiate and establish a secure connection with OSU.

Once connected VPN will appear as a small shield in your system tray. To
disconnect, right click on the shield and hit Disconnect.

Once connected with VPN you receive an OSU IP address, your computer is now
on the OSU network from anywhere in the world.
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